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Crypto, Sanctions and Corporate Risk
Implications for Multinational Firms

Cryptocurrencies are transforming sanctions from a system-of centralized controlinto a fragmented,
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network-based environment. This shift increases indirect-exposure and creates new, often invisible

risks for multinational firms operating-across global financial systems.
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INTRODUCTION

N

Introduction

For decades, sanctions worked because money
moves through centralized, regulated channels

States controlling these nodes hold coercive
power: "weaponized interdependence”

Enforcement architecture has-advanced in the
US and Europe, yet implementation gaps,
jurisdictional arbitrage and adaptive resilience of
successor networks continue to limit.

Regulatory responses remain uneven

Sources: Farrell & Newman (2022); BAFFI-MINTS (2022); RUSI (2025); FATF (2025); Wright (2023)
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Crypto opens alternative peer-to-peer

channels for moving value across borders,
without regulated intermediaries.
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For Multinational corporation, exposureno
longer comes from direct dealings with listed
entities but through layered intermediary
chains engineered to look legitimate at every
step.
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Control of global financial chokepoints

'
-
-

« Restrict access to financial
infrastructure

« Not trade bans — financial
exclusion

« Operate through:
o Asset freezes
o SWIFT exclusion
o Secondary sanctions

« Dollar dominance;
o ~50% global trade
o ~88% FX transactions

« Dependence on:
o Correspondent
banking
o Centralized
intermediaries

Banks & payment systems
enforce rules

SWIFT enables global
coordination

Access = participation in
global finance

Sources: GAO (2023; 2024); OFAC (2021); Farrell & Newman (2022); Drezner (2011)
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From centralized control to network-based finance

< o e
CENTRALIZED FINANCE oo CRYPTO-BASED FLOWS
« Banks as intermediaries » Peer-to-peer transfers
« SWIFT-based communication * No correspondent banks
* Regulated entry points * No SWIFT dependency
« High traceability « Use of unhosted wallets

WHAT CHANGES

Sanctions weaken when value

moves outside regulated
e Sanctions evasion becomes intermediaries.

 Alternative payment pathways emerge

« System shifts from
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Sources: FATF (2024); GAO (2024); OFAC (2021); BIS (2022); IMF (2024); BAFFI-MINTS (2022) Geopolitics of Bitcoin | Geoplitical Risk Index - 2026
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STRUCTURAL CONTEXT

$15.8B received by sanctioned nations
in 2024 39% of all illicit digital asset
transactions globally

At the micro level, actors use virtual-to-
virtual layering schemes. Transfers
cheaper, faster and harder to trace

At the macro level, government stance
and central bank policy drive state-aligned
institutionalization

Structural limits: liquidity constraints,
blockchain traceability, and dependence
on regulated on-ramps

Sources: Tsentsura (2025); Pocher (2025); Bryanski (2024); Hirtenstein & Aizhu (2025); Sonmez (2025);

How Sanctioned States Use Crypto

THE TWO MODELS

Russia Crypto as trade settlement

~

Crypto replaces SWIFT as a cross-border payment

instrument in energy trade with China and India.
Russia institutionalised the model through state-
supervised settlement and a legal framework for
mining

J

Iran Crypto as energy conversion

Subsidised energy converts domestic resources
into globally transferable value (~$1,320/BTC).
USDT stablecoins finance $6.2-12B in imports
annually through China, Turkey and UAE

~

J
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Two models of crypto-enabled sanctions evasion

A
o -
(7))
- RUSSIA IRAN
a
I:_) MODEL Crypto as trade settlement Crypto converts domestic energy into
) transferable value
E,J, TRIGGER SWIFT cut-off (Feb 2022) Sanctions since 2017
< ¢ $300B reserves frozen overnight 90% rial collapse since 2018
; Yuan -> Crypto -> Rubles Energy -> BTC -> USDT -> Imports
< MECHANISM Via offshore middlemen Surplus oil/gas mined into Bitcoin, sold as
or no SWIFT, no dollar transfer USDT for trade finance
E A7AS5 stablecoin BTC mining Borna/Kuknos blockchain
INFRASTRUCTURE Sberbank crypto custody IRGC as dominant operator
E Garantex -> Grinex network (~4.5% global hashrate, 2021)
< $93.3B S
(7) Processed by A7A5 in under 12 months Annual o |mpo-rts
y
) via Turkey, UAE, China
2] SCALE $379B total inflows . :
= (Jul 2024 - Jun 2025, +48% YoY) e
a4 ' ’ $413M export-controlled goods

—
—

Sources: Hirtenstein & Aizhu (2025); Sonmez (2025); FinCEN (2024) Geopolitics of Bitcoin | Geoplitical Risk Index - 2026
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Implications for Risk Management

The structural shift from linear to networked risk demands a new compliance architecture

i

4

F,

Crypto rails bypass regulated intermediaries, obscuring
counterparties across multi-step chains. Strict liability
applies regardless of intent.

Risk shifts from screening to network exposure.

EXPANDING LIABILITY PERIMETER

&

| 4

v

Distributed intermediary networks (brokers, offshore
entities) create structural overlap between compliant
and sanctioned flows.

Risk can materialize retroactively after new designations.

F

SYSTEMIC INTERMEDIARY RISK

Alternative rails (stablecoins, non-Western systems)
introduce divergent regulatory standards, increased
liquidity complexity, and reduced auditability into
treasury operations.

TREASURY IMPLICATIONS

Sources: Wright (2023); OFAC (2021); GAO (2024); FinCEN (2024); Tl Russia (2025); Chainalysis (2026)

Financial opacity decouples buyer, payer, and end-user.
Dual-use goods and export-controlled technologies face
elevated risk where crypto funding obscures the destination.

DUAL-USE & EXPORT CONTROL

Geopolitics of Bitcoin | Geoplitical Risk Index - 2026
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Implications for Risk Management

TRADITIONAL MODEL EMERGING REQUIREMENT
Counterparty screening on —_— End-to-end transaction pathway
regulated channels analysis across fragmented rails

Three adaptation priorities for leading firms:

Extend due diligence from Integrate crypto exposure Enhance supply chain controls with
counterparties to full transaction into financial risk and visibility into financial as well as
pathways treasury frameworks physical flows

Core challenge: The primary threat is not deliberate non-compliance. It is inadvertent exposure to networks
specifically designed to obscure the link between transactions and sanctioned actors.
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Sources: Wright (2023); GAO (2024); RUSI (2025); FATF (2025) Geopolitics of Bitcoin | Geoplitical Risk Index - 2026
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Regulatory Response and Enforcement Limits

4 N

REGULATORY CONVERGENCE

« U.S. and EU regulators now
treat crypto transactions
like other financial activity

* Global standards are
becoming more aligned

« Enforcement still varies
widely across countries

\_ /

4 N

2

ENFORCEMENT GAP

« Sanctions are designed to
target named actors and
accounts

- Evasion adapts through
successor exchanges, OTC
brokers, self-hosted wallets,
and third-country channel

» Adesignation may flag
risk without shutting down

vhe broader network behind/

Sources: OFAC (2021); U.S. Department of the Treasury (2022, 2023); FinCEN (2023); FATF (2024, 2025a); RUSI (2025)
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3

GOVERNANCE LIMITS

 Private analytics firms
increasingly function as
enforcement infrastructure

« Attribution remains
probabilistic rather than
definitive

* Visibility is weaker where funds
move through mixers, bridges,
OTC brokers, or self-hosted

Qallets

Geopolitics of Bitcoin | Geoplitical Risk Index - 2026



Near-Term Direction

Supervision is likely to tighten, but the enforcement gap is unlikely to fully disappear.

Likely trajectory

« More actions against OTC brokers, successor exchanges, and stablecoin-linked payment channels
« More information sharing between regulators and private analytics firms

+ Greater scrutiny of indirect exposure and activity that begins before designation

« Continued regulatory arbitrage through under-resourced jurisdictions

Most relevant implication

» Corporate exposure is increasingly indirect rather than limited to obvious listed intermediaries

« Counterparty screening alone is no longer enough

* The main issue is how funds moves through payment routes, intermediaries, and treasury
channels
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Sources: Massad, 2019; U.S. Department of the Treasury, 2025b; FATF, 2025a; RUSI, 2025 Geopolitics of Bitcoin | Geopolitical Risk Index - 2026



Contents

- Introduction

Sanctions as Financial Coercion

u How Sanctioned States Use Crypto

Two Models of Crypto-Enabled Sanction Evasion: Russia vs Iran

ﬂ Corporate Exposure and Risk Landscape

Regulatory and Enforcement Outlook

~N
~
~
i
~
o~
o
I
=}
-
—
o
> 5~

1

-~
—~
o
fer}
4
-~
c
S
H &

Strategic Scenarios and Corporate Recommendations

References




Three Strategic Scenarios for Crypto-Enabled
Sanctions Risk

[GOVER NANCE FRAGMENTATION ]

Low HIGH
SCENARIO 1 TRANSITIONAL
— Reinforced Hierarchy Contested Centralization

8 cz) 3 Traditional financial core remains dominant; Governance fragments faster than payment
— K coordinated enforcement tightens. Risk becomes more infrastructure. Unstable over time; tends toward
E E data-intensive, retrospective, and unforgiving. Scenario 2 or 3.
Z 5
L g

o
8 ">_'- SCENARIO 2 SCENARIO 3
O < c Managed Multipolarity Systemic Bifurcation

=
6 e % Multiple settlement rails coexist; major regulators Parallel monetary-regulatory ecosystems emerge.

o reserve partial coordination. Hybrid corridors persist Sanctions risk becomes a strategic corporate issue, not
L s Y P y Y 8 Y
E J after sanctions ease. just a compliance task.
[0 4
-
(V)]

O

Sources: Farrell & Newman (2019); FATF (2024); GAO (2024) Geopolitics of Bitcoin | Geoplitical Risk Index - 2026



From scenario to corporate response

o
O O | C ]
g M. .' c-.
wlelele) .|_c-_
REINFORCED HIERARCHY MANAGED MULTIPOLARITY SYSTEMIC BIFURCATION
Upgrade from list-screening Build corridor-by-corridor Integrate sanctions risk into
to network-sensitive payment assessments. corporate strategy.

compliance.

Continuous screening of Multiple rails coexist. Markets, currencies,

routes & addresses; Distinguish legality from infrastructures become
auditability moves to the operational normality. strategic. Permanent board
board. oversight

Sources: Farrell & Newman (2019); FATF (2024); GAO (2024); IMF (2024); Kim et al. (2024); OFAC (2021, 2022); RUSI G lit £ Bitcoin | G litical Risk Ind 2026
(2025); U.S. Department of the Treasury (2023); Regulation (EU) 2023/1114 (2023)) eopolitics of Bitcoin | Geoplitical Risk Index -
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Sanctions risk Is no longer

a compliance task.
It is a strategic capability. \

=

-

Firms that redesign for network visibility preserve resilience, market
access, and strategic flexibility.
Those that don't, lose operational control.

Geopolitics of Bitcoin | Geoplitical Risk Index - 2026
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